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Summary

® Why Business Continuity in the public sector?

® Where we are now: the current state of planning
from the NCS and CMI surveys

® Current Civil Contingencies Act expectations:
what responders are obliged to do

® The public sector role in encouraging resilience
In local businesses
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Resilience Strategy

Overall Aim: To improve the UK’s resilience by building the
capabilities needed to absorb, respond to and recover from
disruptive challenges

g
Effective short term horizon scanning and medium term risk assessment at national,

| regional and local levels. )

(" )
Readiness to respond to disruptive challenges and provision of an effective and

L coordinated crisis management response. )

( )
Generic capability of emergency services and other category 1 responders to deal with

kthe full range of localised emergencies. )

( )
Specific plans for those risks, judged by the NRA, to have significant or catastrophic
impacts.

\ J

( )
Enhanced business continuity management to maintain provision of services or recover

| as quickly as possible. )

( - g - - . -, . g \
Community resilience encompassing local organisations as well as communities, families
and individuals.

- J

@ HM Government
PREPARING FOR EMERGENCIES




Why business continuity?

Enhanced business continuity management to maintain provision of services or recover
as quickly as possible.

Resilient
UK

Healthier
communities,
stronger economy

Resilient businesses &\  Resilient emergency
emergency responders \response and recovery

Resilient . o Safer and
workforce Resilient individuals & stronaer

’ communities 9 .
stronger local communities
economy
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Current legislative framework: Civil
Contingencies Act 2004

® Duty placed on Category 1
organisations to develop business
continuity plans RS

® Additional Duty on Local
Authorities to provide advice and -
assistance to businesses in their - [P
area

Leqgislation under review
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Business continuity drivers

® Why should we do it?
— Service delivery, should we be allowed to fail?
— Community resilience and public welfare
— Emergency response
— Limited “customer” choice

® How do we measure success?
— Are there tangible benefits?

® How do you sell BCM to your organisation?
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National Capabilities Survey 2008

Purpose

® an assessment of current levels of
national resilience

® informs national policies and
prioritisation of investment in resilience

® Kkey role in assessing the UK's
readiness to respond to a range of
assessed risks

Business Continuity

Findings show an upward trend in business continuity activity
amongst survey respondents, but there is still more to be done
particularly in relation to the exercising of specific plans.
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Business Continuity expectations

Mandatory
® |dentify critical functions and acceptable levels of service

® Identify how risks (internal and external) threaten the
performance of your functions

® Consider how voluntary organisations or others might be
able to help

® Maintain BC plans (periodically reviewing and updating | Evergeny Proarses
them) — these should be user friendly, contain roles and e
responsibilities, a procedure for determining when an
emergency has occurred, be owned by senior staff

® Exercises and training
® Publishing and raising awareness of plans

Issues to consider and good practice

® Generic or specific plans

Aligning plans to BS 25999

Appointing BC coordinators

Collaborating with other

Documenting the process

Referring to NOS / EPS Core competencies
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Business Continuity promotion expectations

Mandatory

Advise and assist the business community and voluntary
sector on BC planning so they can:

— Make judgements on risks;
— Prepare for emergencies

Consider who within your organisation should lead on / be
InVO|V6d Wlth BC promotlon — Emergency Preparedness

Cooperating with other LAs
Having regard for advice and assistance produced by others
Avoiding definitive recommendations for third parties

Guldresonar | ot Gl Conegecie Act 200,
o seceitadRegtors and e sty srargerens

Good practice

Having a clear policy

BC Networks or forums

ldentifying lessons and learning from them

Using the Business Continuity Management toolkit
Targeting your advice and assistance
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Self assessment and peer review

Aims to:
® Encourage responders to develop their own performance by:

facilitating responders to identify any gaps in performance;

supporting responders to fill any gaps in performance — signposting
them to examples of good practice and relevant guidance;

providing a tool which will can help produce action plans; and

encouraging responders to think about whether their outputs achieve the
desired outcomes —i.e. better resilience and more effective response
and recovery.

enabling responders to provide their partners with mutual assurance.

® Identify examples of good practice — encouraging good performers to
submit examples.

® (Inthe case of Peer review) validate data through “reality checks.”
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Civil Protection Self Assessment Tool

Scoring Prototype - Module 1; Risk Assessment onD:9967724570048477

D 123456

Question (OnlD:4 radio)

(FRA1 & 19 When assessing the risk
of ermergencies occurring, woold you
say that:

Date: 2009-04-16 12:53:01

Your Response

(i%ou do not assess the risk of
emergencies occurring at all

(i ou parially assess the risk of
ermergencies occurring far some of
the area inwhich yaur organisation
functions

(3% ou fully assess the risk of
BMErYenCies accurring for some of
the area inwhich your arganisation
functions

(3% ou padially assess the risk of
EmMergencies accurring for the whole
area inwhich your organisation
functions

(=) You fully assess the risk of
emergencies occurring for the whole
area in which your organisation
functions

O ou fully assess the risk of
ermetrgencies occurring far the whole
area inwhich your arganisation
functions and you analyse whether the
rigk of any emergencies varies within
this area, identifying any variations in
righk.

Mumberin Group=nia
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Public sector role in improving
resilience of businesses

Public sector role in leading local business community

Resilient
UK

Healthier
communities,
stronger economy

Resilient businesses &\  Resilient emergency
emergency responders \response and recovery

Resilient . o
workforce Resilient individuals & ;?:)enr 2?(1

’ communities 9 .
stronger local communities
economy
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CMI/ Cabinet Office BCM study - 2009

® Small to medium sized organisations lack BCM
® One third of plans have never been exercised

® Public sector leading the way
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Figure 1: Organisations with 0 i i i . . i . |
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So what do organisations need?

Legislation: informing the CCA
Enhancement Programme

Guidance & policies: exploring
whether organisations require
guidance as to how they should
approach business continuity
planning

Information: understanding &
meeting the information
requirements of organisations in
all sectors
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Non-legislative means

Provision of information & quidance
(direct or via third parties)

® Standards development (e.g. BS 25999)

® National Capability Survey and CMI Business
Continuity Survey to assess the extent of
business continuity planning within the UK.

® National Risk Register and UK Resilience
Planning Assumptions

® Guidance on DirectGov (supporting local
authority advice)
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National Risk Register

Figure 1: An illustration of the high consequence risks facing the United Kingdom
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Where do organisations go for advice?

® 29% aware of advice given by local authorities and
LRF organisations

o]

Who is aware of
LA/ LRF advice?
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Communicating business continuity

Aholil sti c management

identifies potential threats to an
organization and ¢é.

key products and services are
protected from disruption and, in
the event of an incident, are able to
be effectively recovered

\

o)

BS 25999-1:2006

process tlha

BRITISH STAND.

Business continuity
management —

Part 1: Code of practice
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Business Advisory Network for Flu

Ensures the delivery of advice and guidance needed by
business groups and individual firms to allow them to
undertake their own planning.

® Assists in the delivery of co-ordinated advice to employers
and a speedy conduit for two-way communication

® Based on the existing Business Advisory Group on Civil
Protection (BAGCP) and forums and networks maintained
by sponsor departments and the UK’s devolved
administrations.

banf@cabinet-office.x.gsi.qoVv.uk
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