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Foreword,  
BCI
the Business Continuity Institute is glad 

to present the first Continuity & Resilience 

Report: Raising the impact of Business 

Continuity. this study aims at highlighting the 

role of business continuity and its relationship 

with other management functions within the organization, such as 

information security, risk management or physical security. 

The findings address a range of issues to measure the impact of 

business continuity, such as its levels of investment, top management 

buy-in and its role during a crisis. It emerges that business continuity 

plays a central role across different scenarios, such as adverse weather, 

cyber attacks or the outbreak of a new pandemic. Furthermore, 

organizations tend to increasingly appreciate its value over time, as 

they can see return on investment. 

However, on the downside, business continuity is still not a priority 

when compared with other parts of the organization that play an 

equal role in handling crises, such as operations and information 

security. Professionals still have work to do in terms of making top 

management aware of the value of their work. Hence, this report 

should work towards achieving such a goal – building the case for 

business continuity to be given the attention and resources it needs. 

The findings could be used as a guide for professionals looking to 

demonstrate the impact of their plans and/or to better understand 

how to relate to their counterparts across the organization.

Furthermore, the report explores the use of technology in building 

organizational resilience, highlighting the difference in preferences 

between more experienced and newer teams. as the world grows 

increasingly digitalised, it is important to choose the right type of 

solution. In this regard, being able to see how the industry is behaving 

can help make an informed decision.

therefore, this study should be seen as a tool to use in a professional’s 

daily role, as a key insight to maximise his or her efforts and get the 

best out of them. Finally, the information gathered through our 

research is not only aimed at business continuity professionals but to 

everyone dedicated to make the world more resilient. 

David thorp,  
executive director,  

BCI

BCI ContInuIty and ResIlIenCe RePoRt 2018
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Foreword,  
everbridge 
everbridge is pleased to be able to support 

this innovative new report with the BCI which 

reveals important findings for the Business 

Continuity community.

Between rising security risks, natural disasters, climate change, 

business application slowdowns, IT outages & unpredictable man-made 

threats. It is not a question of whether, but when an issue will occur. Be 

it a serious security, continuity or performance issue with your digital 

infrastructure, it may endanger the health of your business, or the 

communities you serve. the results can be immediate and devastating. 

For a business, they may include lost revenue, reduced employee 

productivity, a fall in share price, regulatory fines and reduced 

customer satisfaction and retention.

organizations are under increasing pressure to respond quickly and 

effectively to these operational disruptions. To effectively address 

the mounting pressure and increasing frequency of critical events, 

Business Continuity teams are reaching out to their security, It and 

crisis teams to build collaborative working relations with the goal of 

minimizing the impact of these disruptions. unfortunately, this survey 

shows that business continuity is still not a priority when compared to 

their security and crisis colleagues.

this report helps organizations build the case for an investment 

in business continuity to secure the benefits of: “Faster Recovery” 

87%; “Safety and accountability of staff” 80%; and “A reduction 

of the costs of disruptions” 77%, all highlighted in this report. A 

focus solely on plans and exercises will not realize the full potential 

benefits of improved organizational resilience and faster critical event 

management. to do so, teams must break through functional and 

information siloes to work together using a common operating picture 

of the threats to the organization, and the key assets like people, 

buildings, IT systems & brand protection, with a unified response team 

and plan.

owen miles,  
technical director, eMea 

everbridge

FoReWoRd
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executive summary

exeCutIve summaRy

83% of organizations have a business continuity team 

The top 3 benefits of business continuity are:

Faster Recovery 87%

Safety and accountability of staff 80%

A reduction of the costs of disruptions 77% 

BC Teams are not alone - Teams that work closely  
with business continuity groups agree on its top benefits 

More than half of BC professionals believe that  
current investment levels are not adequate. 

The average cost of a severe business disruption is 
$350,000
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1.  
the reduction of the  
cost of the response

2.  
the improvement of 

employee morale

3.  
Customer  
retention

employing business continuity over time supports:

of organizations have a  
bc function

did not know of the 
consequences of an incident

report losses of  
more than $250,000

the longer organizations have  
business continuity arrangements for,  
the more they want to invest them

small and medium enterprises  
prioritize social media platforms over  

business continuity software

26%26%83%
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exeCutIve summaRy

1.  
automated communication  

and notification system

2.  
Business continuity 

management software

3.  
Incident management 

platform

most adopted technology to respond to a crisis:

1.  
operations

2.  
Information security

3.  
Physical security

organizational functions with top investment levels are:

1.  
Information security

2.  
operations

3.  
Risk management

organizational functions receiving the highest top management commitment are:

business continuity is among the top three functions employed over  
several scenarios, this underscores the versatility of business continuity:

severe weather:
1. business continuity
2. Business operations
3. Crisis management

physical  
security inciDent:

1. Physical security
2. Crisis management

3. business continuity

cyber attack:
1. Information security
2. business continuity
3. Business operations

panDemics:
1. business continuity
2. Business operations
3. Crisis management
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Benchmarking business continuity
the majority of organizations (83%) have a business continuity team. among this sample, 32% 
stated they have one but it feeds into other organizational functions, such as risk management. the 
implementation of business continuity measures is even more evident among small and medium 
enterprises (sMes), 35% report not having a business continuity team at all, more than twice the 
average of the full sample (17%). 

48% 
there is a dedicated business continuity  

team that works alongside other 
organizational functions

32% 
the business continuity team reports  
into another organizational function  

(e.g. risk management, It)

3% 
there is a dedicated business continuity  

team that does not work alongside  
other organizational functions

17%
We do not have a business continuity team

32%

3%

48%

What type of approach 
does your organization 
have towards business 

continuity?

figure 1. Q.6. what type of approach does your organization have towards business 
continuity? (n=798)

17%

25%

10
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Most of those organizations that employ business continuity arrangements have done so for more 
than five years (Figure 2). Also, as Figure 3 reveals, those organizations that have adopted business 
continuity for the longest time are those that tend to invest the most in it. this could be due to the 
return on investment brought by business continuity, such as facilitating the procurement process and 
improving the overall efficiency of an organization1.

BCI ContInuIty and ResIlIenCe RePoRt 2018

1 BCaW RoI Paper

bc longevity vis-a-vis investment levels

figure 3. business continuity longevity in relation to investment levels (in us Dollars).

200000
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140000

120000

80000

60000

40000

20000

0

0 2 4 6 8 10 12 14 16

10% 
less than 1 year

25% 
6-10 years

15% 
16 + years

37% 
1-5 years

13% 
11-15 years

25%

37
%

10%

figure 2. Q7. how long have you had 
business continuity arrangements for? 
(n=761)

15%

13
%

How long have you had 
business continuity 
arrangements for?
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Business continuity arrangements (Figure 4) are reported above all to ensure a faster recovery (87%), 
the safety and accountability of staff (80%) and reduce disruption costs (77%). These numbers are 
consistent with previous BCI research on cyber resilience, which shows how a business continuity 
programme boosts recovery and detection while mitigating losses and ensuring a sound PR strategy 
to deal with a crisis. other functions of the organizations acknowledge the importance of business 
continuity too, as a role-specific analysis revealed that professionals in risk management, crisis 
management and information security confirm the figures provided by the general sample (Figure 5).

Incident response

figure 5. what other professionals think about business continuity.

figure 4. Q.8. how does the business continuity, crisis response and incident management 
functions help your organization become more resilient? they…select all that apply. (n=767)

ensure the duplication 
of resources in the 
case of a data loss

help the organization 
comply with new as well 

as existing regulation

help reduce the costs of 
disruptive business events

ensure the safety and 
accountability of staff in 

case of disruptions

ensure a faster recovery

help the organization deal 
with public relations crises

help the organization 
enter new markets

I don’t know

none of the above

100908070600% 10 20 30 40 50

43%

80%

61%

87%

17%

77%

2%

61%

2%

what other professions think about business continuity

risk managers
ensures fast recovery (86%)
helps reduce the cost of disruptions (81%)
Ensures the safety and accountability of staff (76%)

crisis and emergency planners
ensures a faster recovery (85%)
Ensures the safety and accountability of staff (78%)
help reduce the cost of disruptions (76%)

cyber, infosec and it disaster 
recovery professionals

ensures a faster recovery (78%)
Ensures the safety and accountability of staff (78%)
help reduce the cost of disruptions (67%)
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looking at the impact of disruptions on organizations (Figure 6), it is interesting to observe that 26% 
do not know the consequences of an incident. While this awareness issue is spread through the entire 
sample, organizations with business continuity perform better than both the general sample (25%) 
and those who do not have such arrangements at all (35%). Business continuity measures can help 
understand vulnerabilities, through a Business Impact analysis (BIa) or a risk and threat assessment 
(Figure 5). 

Figure 6. Q.9. Looking at your most significant disruptions in the past five years, what was 
the impact on your organization six months after the event? select all that apply. (n=703) 

figure 7. professionals that are aware of the impact of disruptions six months after the incident.

the crisis response cost at 
least one executive their job

We had to spend more money to 
retain and win new customers

Insurance costs increased

We had challenges with 
customer retention

We had difficulties 
maintaining employee morale

the cost of the response 
forced us to reprioritize 

strategic investments

We lost future business 
opportunities and partnerships

the cost of the response 
affected our stock price

We had difficulty attracting new 
talent and/or retaining employees

I don’t know

300% 5 10 15 20 25

6%

11%

7%

14%

20%

4%

10%

4%

8%

26%

professionals that are aware of the impact of disruptions six months after the incident

organizations that have business continuity arrangements 75%

organizations that do not have business continuity arrangements 65%
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as Figure 8 shows, the main challenges from a disruption tend to decrease the longer an organization 
adopts business continuity measures. this reveals once again how employing business continuity is 
an enabler of resilience. This is especially true if added to the benefits such arrangements bring when 
dealing with the cost and awareness of disruptions (Figure 7 & 10).

2 the last data point from the trend line concerning the response (sky blue) cannot be seen as it overlaps with another data point (15,13).

the cost of the response 
forced us to reprioritize 

strategic investments

We had difficulties 
maintaining employee  

morale

We had challenges  
with customer  

retention

business continuity longevity compared to types of disruption2.

figure 8. business continuity longevity (in years) compared to the experience of types 
of disruption.

30

25

20

15

10

5

0 2 4 6 8 10 12 14 16

2%

7%

14
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nearly half of the respondents (44%) were not aware of the average cost of disruptions to their 
organizations in the past five years. Out of those that did indicate a value-range, more than a  
quarter (26%) reported losses of more than $250,000 (Figure 9). looking at the relationship between 
business continuity longevity and financial losses, there is a slight but appreciable downward trend 
that shows the longer organizations have business continuity for, the lower the losses (Figure 10).  
Further statistical work revealed that the average cost of a severe disruption amounts to $350,000.

business continuity longevity compared to number of disruptions

figure 10. business continuity longevity (years of investment) compared to number of 
disruptions above 100,000 dollars per year, in percentage.

42

41

40

39

38
%

  37

36

35

34

   33

0 2 4 6 8 10 12 14 16 18

Cost of disruptions

39% 
less than $25,000

13% 
$50,000 to $100,000

9% 
$250,000 to 

$500,000

2% 
$1,000,000 to 

$1,500,000

7% 
more than $2,500,000

2% 
$1,500,000 to 

$2,500,000

12% 
$25,000 to $50,000

10% 
$100,000 to $250,000

6% 
$500,000 to 
$1,000,000

12%
13%

10%

2%

7%
2%

39%

Figure 9. Q.10. Approximately, what has been the average cost of a significant disruption in 
the past five years? (N=627)

6%

9%

What has been the average  
cost of a significant  

disruption in the past  
five years?
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Business continuity is considered as a key function when responding to a disruption, as it constantly 
features among the top three regardless of the type of incident that an organization is dealing with 
(Figures 11-14). this reveals not only the usefulness of business continuity but also its versatility. 
Whether it is a weather hazard, a cyber attack or a pandemic that organizations are dealing with, 
business continuity arrangements play a relevant part. 

It is worth pointing out that this trend is consistent also when factoring out business continuity 
professionals from the respondent base. Indeed, when looking solely at the responses of professionals 
from other resilience functions2, business continuity is still in the top three across the entire threat 
spectrum analysed in this survey.

Collaborative approach

2  these include cyber and information security, risk management, emergency planning, crisis management, 
disaster recovery and physical security.

figures 11-14 Q.11. typically what organizational functions are involved in the 
following scenarios? tick all that apply per each scenario. (n=683)

24% 
Business continuity

20% 
Crisis management

14% 
Risk management

21% 
Business operations

15% 
Physical security

6% 
Information security

21
%

20%

15%

24%

figure 11. a. severe weather events 
(e.g. flooding, wildfires, tornadoes etc.)

6%

14

%

severe weather events  
(e.g. flooding, wildfires,  

tornadoes etc.)

24% 
Physical security

18% 
Business continuity

14% 
Risk management

21% 
Crisis management

17% 
Business operations

6% 
Information security

21
%

18%

17%

24%

figure 12. b. physical security incident 
(e.g. active shooter attack)

6%

14

%

Physical security 
incident (e.g. active 

shooter attack)

19
%
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18%

21
%

14

%

24% 
Information security

18% 
Business operations

16% 
Risk management

19% 
Business continuity

18% 
Crisis management

5% 
Physical security

19
%

18%

24%

figure 13. c. cyber attack or customer 
data breach

5%

16%

Cyber attack or 
customer data 

breach

25% 
Business continuity

23% 
Crisis management

11% 
Physical security

23% 
Business operations

14% 
Risk management

4% 
Information security

23%

23%

25%

figure 14. D. pandemics, disease 
outbreak

4%

11%

14
%

Pandemics,  
disease 

outbreak
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The majority of the respondents (75%) report that different functions within their organization have 
well-coordinated plans (Figure 15). In addition, some provide post-incident briefings (68%), share the 
outcomes of risk and threat assessments (65%) and run joint exercises (60%). 

Run joint exercises

Have post-incident briefings

Coordinate their plans (e.g. 
business continuity and crisis 

management plans)

share the outcomes of risk 
and threat assessments

hold regular meetings

Run joint awareness 
campaigns

other (please specify)

8070600% 10 20 30 40 50

60%

65%

54%

75%

34%

68%

7%

Figure 15. Q.12. How do different organizational functions work together?  
they…select all that apply. (n=672)

30%

7%

18
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figure 16. Q.13. increasingly organizations are combining the 24x7 response function of business 
continuity, physical security, cyber security and crisis management in what is commonly called 
a ‘fusion centre’, ‘joint information centre’ or ‘centralized incident response team’. the goal of 
the fusion centre is to provide a centralized response team with the resources, expertise, and/
or information needed to detect, prevent and minimize the business impact and disruption of 
critical events. which of the following best describes your organization? (n=668)

Roughly a third of the respondents (30%) report having a “fusion centre” in their organizations, 
with a further 14% planning to build one in the next 12 to 24 months. However, 4 out of 10 (39%) 
admit not having plans to create one (Figure 16). It is worth stressing that organizations with fusion 
centres consistently outperform those without them when it comes to collaboration among different 
functions (Figure 17). Based on this data set, fusion centres appear to be a significant resilience 
enabler, as they help bring down silos. 

Fusion centres

39% 
We have no plans to create a ‘fusion centre’

10% 
I don’t’ know

7% 
other (please specify)

30% 
We currently have a ‘fusion centre’

8% 
We are planning to create a  

‘fusion centre’ in the next 12 months

6% 
We are planning to create a  

‘fusion centre’ in the next 12 to 24 months

30%

39%

10%

7%

6%

8%

Which of the following  
best describes your  

organization?

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%
Coordinate  
their plans

have post-incident 
briefings

share the outcome of risk  
and threat assessments

Run joint 
 exercises

have fusion centre do not have fusion centre

90%
80%

72%
80%

52%

69%
63% 61%

figure 17. levels of collaboration among organizational functions with and without 
fusion centres, in percentage.
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8%

20%

16%

25%

16%

29%

8%

9%

18%

31%

23%

26%

34%

29%

12%

14%

8%

12%

14%

17%

7%

16%

8%

8%

42%

45%

32%

32%

27%

26%

21% 5%

5%

5%

17%

15%

24%

24%

30%42%

Risk intelligence  
provider

Incident management 
platform

gRC/ Integrated Risk 
management (IRm) platform

Business continuity 
management platform

social media  
monitoring platform

automated communication 
and notification system

geospatial risk mapping  
and visualization tool

Workforce risk  
analytics solution

0% 20 40 60 80 100

Implemented  
but not  

expanding

expanding /  
upgrading  

implementation

Planning to  
implement in the 
next 24 months no current plans I don’t know

figure 18. Q.14. what are your plans to adopt the following technology categories to help 
you facilitate risk management, business continuity and critical event response across 
the organization? please select all that apply. (n=640)

Automated communication and notification systems are the most popular technology solution adopted 
by organizations (58%), followed by business continuity (51%) and incident management (51%) platforms 
(Figure 18). There is a substantial difference, however, in the uptake of business continuity management 
software across organizational sizes (Figure 19). Indeed, sMes do not even include business continuity 
management software among their top three solutions, preferring social media monitoring systems (36%).

technology
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smes
Automated communication and notification systems (46%)
social media monitoring platform (36%)
Incident management platform (36%)

large enterprises
Automated communication and notification systems (61%)
Business continuity management platform (54%)
Incident management platform (53%)

figure 19a. technology solutions across organizational sizes.

automated communication 
and notification system

 Business continuity 
management platform

Incident management 
platform

technology solutions in relation to bc longevity.

figure 19b. technology solutions in relation to bc longevity.

3.5

3

2.5

2

1.5

1

0.5
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two thirds of the organizations (67%) employ a global mobile workforce, while 33% report not having 
remote working options for their employees3. Business continuity measures support organizations 
with the protection of their mobile staff and operations. Such arrangements (Figure 20) include 
providing alternative locations in case of a disruption (69%), providing employees information on risks 
of operating remotely and global scale (68%), ensuring the duty of care obligations are met (62%) and 
providing sound emergency communications system (55%). 

a global mobile workforce

3  Q.15. Does your organization employ a global mobile workforce? By “global mobile workforce” we mean global 
operations as well as remote working instances, such as lone workers or work-from-home options. (n=638)

figure 20. Q.16. if yes, how do business continuity arrangements help protect your 
organization’s mobile workforce? they...please select all that apply. (n=445)

ensure duty of care 
obligations are met

Provide alternative locations 
in case of a disruption

make employees aware of the 
risks of operating remotely 

and/or on a global scale

Provide a sound emergency 
communications system

support the organization 
in establishing operations 

in new markets

other (please specify)

8070600% 10 20 30 40 50

62%

68%

55%

20%

69%

6%
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Resource allocation is a good indicator of what organizations prioritise (Figure 21).  operations appear 
to be the best-resourced function with 79% of the respondents describing its investment levels are 
adequate or more than adequate. Information (72%) and physical security (70%) round up the top 
three. Business continuity is last, as less than half of the professionals (49%) consider its budget as 
adequate. Further analysis revealed that business continuity is also considered under-resourced by 
professionals from other resilience functions4. this analysis was performed in order to have a wider 
perspective on business continuity budget levels and reduce possible bias in the results.

Resource allocation and top management support

4  these include cyber and information security, risk management, emergency planning, crisis management, disaster recovery 
and physical security.

7%

14%

13%

15%

4%

6%

56%

65%

57%

56%

45%

47%

27%

15%

21%

21%

33%

35%

10%

12%

6%

9%

8%

18%

Risk management

operations

Physical security

Information security

Crisis management

Business continuity

0% 20 40 60 80 100

adequate
more than  
adequate

somewhat  
inadequate

very  
inadequate

figure 21. Q.17. how would you describe the investment levels dedicated to the following 
functions in your organizations? (n=630)
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top management commitment (Figure 22) seems to be consistent with the investment allocation 
figures as information security (84%) and operations (83%) receive the largest support from top 
management. Confirming this pattern, business continuity (65%) receives the least support among 
this sample of resilience disciplines.

25%

41%

27%

36%

23%

24%

47%

43%

46%

47%

43%

44%

19%

9%

14%

11%

14%

19%

6%

10%

5%

10%

4%

17%

Physical security

Information security

Risk management

operations

Crisis management

Business continuity

0% 20 40 60 80 100

figure 22. Q.19. please rate top management commitment for the following functions.  
(n=628)

supportive
very  

supportive neutral
slightly  

supportive
not at all  

supportive

1%

2%

3%

3%

3%

3%

24
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1%

8%

5%

4% 
middle east and north africa (mena)

6% 
sub saharan africa

11% 
asia

43% 
europe

4% 
Caribbean and latin america (Cala) 

10% 
australasia

22% 
north america

functional role of respondents

 
geographical base

Q2. which country are you based in?  
(n=853)

annex

52% 
Business continuity

3% 
Crisis  

management

1% 
Quality/Business 

improvement

1% 
line of business or 
service directorate

9% 
other (please specify)

4% 
emergency  

planning

3% 
top management 
(Ceo, Coo, CFo)

3% 
Physical  
security

2% 
Cyber and  

information security

12% 
Risk management

6% 
It disaster recovery/It 

service continuity

2% 
health & safety  

management

2% 
Internal  

audit

3%

12%

6%
2%

4%
3%

3%
2%

2%
1%

Q1. which of the following best 
describes your functional role? (n=853)

52
%1%

Which of the following 
best describes your 

functional role? 

9%

43
%

11
%

4% 4%
6%

10%

22%

Which country are  
you based in?
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27% 
Financial &  

insurance services

3% 
education

5% 
manufacturing

5% 
energy & utility services

2% 
support services

1% 
engineering & 
construction

11% 
It & communications

16% 
Professional services

1% 
media & entertainment

5% 
health & social care

8% 
defence & public 

administration

3% 
Retail & wholesale

2% 
transport & storage

3%

11
%

5%
1%

2% 27%

1%

5%

3%

8%

5%

16%

2%

10%

10% 
other (please specify)
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18% 
0-250

9% 
501-1,000

13% 
5,001-10,000

6% 
50,001-100,000

5% 
greater than 100,000

7% 
251-500

25% 
1,001-5,000

17% 
10,001-50,000

industry sector number of employees

Please indicate the primary 
activity of your organization 

using the sIC 2007  
categories given  

below. 

Q.3. please indicate the primary 
activity of your organization using  
the sic 2007 categories given below.  
(for example, a management 
consultancy would mark “professional 
services” only and not the sectors in 
which its clients operate.) (n=853)

11
%

13%

17
%

5%

Q.4. how many people work at your 
organization? (n=853)

25%

6%

7%

18%

9%

How many people work 
at your organization? 
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8%

25%

6%

11%

12
%

10%
8%

15%

5%

approximate annual revenues

If you are a working in a  
private sector organization, 

please let us know the  
annual revenues of  

your business.

annex
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11% 
less than €1 million

12% 
€11 million -  
€100 million

6% 
€501 million -  

€1 Billion

8% 
€11 Billion -  
€50 Billion

10% 
€1 million- €10 million

8% 
€101 million -  

€500m million

15% 
€1 Billion -  
€10 Billion

Q5. if you are working for a private sector organization, please let us know the 
approximate annual revenues of your business: (n=625)

5% 
greater than  

€50 Billion

25% 
I don’t know
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